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RECOGNIZING AND HANDLING SUSPICIOUS MAIL

Itis important for us to review our procedures concerning suspicious mail, unknown powders,
liquids or substances, and emergency situations involving smoke, fumes or vapors.

Itis very important that you know how to recognize suspicious mail
Characteristics to pay special attention to include shape, look, address.
and packaging.

« Shape ~ Is tlopsided or uneven? Is it rigid or bulky?

 Look~— Are there oily stains, discolorations, or crystals on the wrapper? Does it have a
strange odor?

+ Address —Is there a retum address? Are there restrictive markings? Are there misspelled
words? Is it addressed to a fitl rather than to an individual? Is it an incorect ftle? Is it
poorly typed or written?

« Packaging -~ Is it sealed with tape? Is there excessive tape? Is there excessive postage?

Unknown Powder, Liquid or Substance
Once a suspicious leter or package has been identified, it is important to respond appropriately.
DO NOT TOUCH, HANDLE, MOVE OR EXAMINE a suspicious looking package!  Remember
these three main steps: Package, People and Plan.

'+ DO NOT handle the package or letter. Leave it where iti! Isolate the area. Do not try to
cleanit up, move it or place itin a plastic bag. Make a mental note of any information that
might be useful (size, shape, look, address).

« Clear the area of people. Inform employees in the immediate area so they won'tdisturb.
the suspicious package, letter, or substance. Notify a supervisor immediately. All
employees in the area near the package should wash their hands and any other exposed
skin with soap and water immediately, even if they didn't touch the package o letter. The
area should be cordoned off. Air condtioner, fans and equipment should be tumed off.

+ Plan - Contact your supervisor, who willcontact the Inspection Service. Follow your
emergency plan. Know who to contact if your supervisor isn' available.

In an emergency situation — such as smoke, fumes, vapors, or
employees exhibiting medical symptoms:

+ Evacuate the area and call local emergency responders (911).

+ Nolify your supervisor who will contact the Inspection Service.

« Follow the instructions of emergency responders.

+ Make the nofifications indicated in your local emergency action plans.

As always - for any suspicious activity, employees can call the Postal Inspection
Service 24-hour number at 1-877-876-2455.
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